
CALL BEFORE
 YOU WIRE!

BEWARE OF THE FOLLOWING SCAM:

C L E A R T I T L E A Z . C O M   |  4 8 0 . 2 7 8 . 8 4 8 4   |  8  L O C A T I O N S  V A L L E Y W I D E

REAL ESTATE BUYERS AND 
SELLERS ARE TARGETS FOR WIRE 

FRAUD AND MANY HAVE LOST 
HUNDREDS OF THOUSANDS OF 

DOLLARS BECAUSE THEY FAILED 
TO TAKE TWO SIMPLE STEPS:

Never wire funds without first calling the known phone 
number of your real estate agent or escrow officer 

and confirming the wire instructions. 
Do not rely upon e-mail communications.

My real estate agent or escrow officer reviewed this form with me.

Real Estate Agent's Name  Real Estate Agent's Phone

Escrow Officer’s Name  Escrow Officer’s Phone

Sign Date

1.

2.

An email account is hacked (this could be real estate agent's, 
escrow officer's, or consumer’s email).
Hacker monitors the account, waiting for the time when 
consumer must wire funds. Real estate agent, escrow officer, 
and consumer have no knowledge they are being monitored.

3. Hacker, impersonating real estate agent or escrow officer, 
instructs the consumer to wire funds immediately. The wire 
instructions are for an account controlled by the hacker. 
These instructions often create a sense of urgency and often 
explain that the real estate agent or escrow officer cannot be 
reached by phone so any follow-up must be by email. At this 
point, the consumer’s email is diverted to the hacker.

4. Consumer wires the funds which are then stolen by the 
hacker with no recourse for the consumer.  

Obtain the phone number of your 
real estate agent and your escrow 
officer at your first meeting;

Call the known phone number to 
speak directly with your real estate 
agent or escrow officer to confirm 
wire instructions PRIOR to wiring.
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